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Abstract—The increasing use of big data comes along with
the problem of ensuring correct and secure data access. There
is a need to maximise the data dissemination whilst controlling
their access. Depending on the type of users different qualities
and parts of data are shared. We introduce an alteration
mechanism, more precisely a restriction one, based on a policy
analysis language. The alteration reflects the level of trust and
relations the users have, and are represented as policies inside
the data sharing agreements. These agreements are attached to
the data and are enforced every time the data are accessed,
used or shared. We show the use of our alteration mechanism
with a military use case, where different parties are involved
during the missions, and they have different relations of trust
and partnership.
Keywords-Big data; data sharing; data access; usage control;
DSAs; drone systems; military scenario.

I. I NTRODUCTION
Security concerns regarding sharing and using data are
becoming a serious issue especially with the increasing use
of IoT devices as well as the proliferation of big data
mechanisms. Nowadays the data are collected, accessed,
used, and shared, therefore concerns related to how the data
is processed, shared, sanitized and its quality are naturally
raised.
In this work, we propose the use of a policy based
technique that enables secure data sharing, and can be easily
used in data rich environments. The expressivity of the
policy language permits the representation of the different
agreements for sharing and using the data, called data
sharing agreements (DSAs). The DSAs are represented as a
set of policies composed of the various access and usage
control rules, as well as the security, business and legal
requirements. This set of policies is attached to the data
with a similar mechanism to the sticky policies [1], and are
enforced every time a request to access/use/share the data is
made. Our technique permits the correct access and usage of
data as well as their correct sharing, as it describes through
the DSAs the rules that should be applied for every case.

Our policy language represents through its policies the
rules and constraints that should be applied during the
access, usage and sharing of data. These policies are attached
to the data, and are subsequently enforced when entities
request access to the data. The correct enforcement of the
policies avoids inappropriate accesses to the data. In this
work, we will not deal with the enforcement mechanism
and the communication of data from one entity to the other,
where for the latter we assume that the devices involved in
this mechanism are trusted. We will give special attention
to the policy representation, and how the various relations
between the involved entities can affect the data sharing and
the quality of the shared data.
Different entities access the data that is carried and shared
in different ways. The type of relations the entities have
with the data owner or the data releaser, which defines the
context of use of the data, affects the accessed data. In this
work, we introduce an extension of a policy language that
incorporates an alteration mechanism. The alteration is made
through the use of DSA policies attached to the shared data,
and it is not made to the data themselves but to the shared
ones. Depending on the relations the entities have between
each other, mainly trust relations, different alterations apply
to the shared data. We show how our predicates represent
the various relations of trust between entities with a use case
taken from a military scenario. Our mechanism reflects the
various relations between entities in the degree of alteration
made to the shared data. The range of alteration is described
by the DSA policies.
We introduce the related work for secure data sharing, together with access and usage control of data, in Section II. In
Section III, we represent the used policy language, together
with an example and the introduced extension that permits
secure data sharing in data rich environments. We show the
use of our data sharing mechanism with data alteration in
a use case taken from a military scenario, in Section IV.
We discuss our work and some of its future challenges, in
Section V. Finally, we conclude in Section VI.
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II. R ELATED WORK
The increase of connectivity we are experiencing comes
along with an increase in the number and variety of attacks to
the data. Therefore, more solutions are focused on protecting
the data [2]–[6] rather than protecting the environments
where the data is stored [7], re/used [8] or transferred [9].
Different solutions have been developed for solving the
problems of controlling the access and usage of data. A
well known technique is role-based access control [10], [11]
which controls data access depending on the user roles.
Usage control (UCON) is another well studied concepts [12],
[13] where the access and usage of digital information is
controlled and the problem of delegation of rights is also
addressed. Usage control has been widely used in distributed
systems [14] in particular, when having a data flow between
different connected systems or global usage control policy
to be enforced.
Another interesting approach for sharing and accessing
data is the use of sticky policies [1], [4]. Sticky polices
are machine readable policies that contain conditions and
constraints attached to data that describe how the data should
be treated, when accessed by multiple parties. The sticky
policy paradigm introduced in [15] provides the technologies for enterprise privacy enforcement and exchange of
customer data. The promised privacy rights and obligations
are specified through a privacy control language [16], for
authorisation management and access control, that includes
user consents, obligations and distributed administration.
The data usage problem concerns different entities that are
using the data, from where the data is stored and processed
(called data processor), to who can access the data and which
parts. Before sharing the data, the entities should agree for
the different rules and policies to be used, where the data
owner as well as the legislative rules play a decisive role.
Agreements are necessary to define policy and expectations,
like DRM-style enforcement to separate data protection
from data communication mechanism. These agreements
are called data sharing agreements [17] (DSAs). The DSAs
describe not only the agreements between the data owner
and data consumers, but also the different business and
legislation rules. A policy analysis language is used for representing the DSAs in [18] which permits various analysis
tasks like redundancy, gap and conflict analysis. This policy
language together with the analysis tasks has been used for
reasoning about data quality attributes during the managing
and processing of data in data-intensive environments [19].
Along side security problems, there is a need in resolving
problems around data privacy in big data environments.
When there is a problem like security breach in big data
it may result in causing serious legal consequences and
damage to reputation. In [20] the authors discuss the security
issues of big data in cloud computing, in particular data
privacy issues and propose new approaches like encryption,

logging, node authentication, and access control. Various approaches have focused on resolving security issues raised by
the use of big data in healthcare environments. The authors
of [21] described some of these issues, and the approaches
used, like encryption algorithms e.g., AES, authentication
methods e.g., one time password and two factor authentication. The introduced methods apply a set of security
constraints and access control in order to achieve integrity,
confidentiality, and also satisfy privacy. The work introduced
in [22] introduces a privacy preserving method of sharing
the medical data in the cloud environment. It also highlights
the classification of the attributes based on the vertical
partitioning of the dataset to solve various privacy concerns.
A discussion about a statistical analysis and cryptography
is made, where this combination allows and ensures both
privacy protection and data utilisation.
III. DATA SHARING FOR DATA RICH ENVIRONMENTS
Our mechanism for improving data sharing is based on a
framework introduced in [18], [23] used for data sharing and
usage control in cloud platforms. In this work, we extend
the framework for data rich environments to be applied
to data sharing and usage control in military scenarios.
The framework introduced in [18] focused on analysing the
various policies and constructing an efficient and conflictfree set of policies by the use of a policy analyser and
conflict solver based respectively on an abductive approach
and an argumentation-based reasoning. The set of produced
policies describe how the data should be shared, used and
accessed. The expressivity of the used language permits the
representation of complex security requirements as well as
legal and business rules for the access and usage of data.
In data rich environments, different users need to access
different parts of the same data, where depending on the
users an alteration of the quality of data needs to take
place. In this work, we extend the framework with the
novel concept of data quality alteration, in our case is a
restriction made to the quality of the data, that is crucial for
data sharing in data rich environment. We introduce discrete
types of quality of data that are translated into a discrete
number of data restrictions. Usually the quality of data is
defined with properties like data accuracy and data freshness.
As in our use case, we mainly deal with images, the data
quality is defined through the accuracy of the image i.e.,
image resolution, dimension, band of colour etc., and the
freshness of the image, i.e., how updated is the image with
the current state of the observed object. The restriction of the
data quality is made automatically to the shared data and it
reflects the context of use, e.g., the type of trust relations or
partnerships. The types of data quality restrictions together
with the context of applications are described by the DSAs
policies. A special attention is given to conflictual data
access, i.e., users that might create conflicts when accessing
certain data related to other users, and how to avoid them.

A. A policy analysis language for data sharing
The policy language [24] used by our data sharing framework is based on the Event Calculus [25] which permits the
representation of dynamic properties.
The policy language we use defines policies that are
composed of a subject, targets, and actions, together with
a representation for time, standard relations (=, 6=, < etc.)
and arithmetical functions (+, −, /, ∗). It is composed of
policy rules that represent authorisation (permit and deny)
and obligation rules. Some of the predicates of this policy
language are as below:
req(Sub, T ar, Act, T )
permitted(Sub, T ar, Act, T ) denied(Sub, T ar, Act, T )
obl(Sub, T ar, Act, Ts , Te , T )
cease obl(Sub, T ar, Act, Tinit , Ts , Te , T )
fulfilled (Sub, T ar, Act, Ts , Te , T )
violated(Sub, T ar, Act, Ts , Te , T )
The predicate req(Sub, T ar, Act, T ) represents the request
that a given subject, Sub, is making at the instant of
time T , for performing a given action, Act, upon the
target, T ar. The predicates permitted(Sub, T ar, Act, T )
and denied(Sub, T ar, Act, T ) represent respectively that a
given subject is permitted/denied at the instant of time T ,
to perform a certain action upon the target. The predicate
obl(Sub, T ar, Act, Ts , Te , T ) denotes that at the instant of
time T a given subject is placed under an obligation to
perform a certain action upon the target during the interval
of time from Ts to Te . On the other hand, the predicate:
cease obl(Sub, T ar, Act, Tinit , Ts , Te , T ) denotes that at
the instant of time T , the obligation initially contracted for
Sub at Tinit to perform a certain action upon the target,
between Ts and Te , is no longer binding. The predicates
fulfilled (Sub, T ar, Act, Ts , Te , T ) and
violated(Sub, T ar, Act, Ts , Te , T ) denote respectively that
the obligation at time T for the subject to perform an action
to the target, from Ts to Te , has been fulfilled/violated.
The used language [24] contains three components: predicates belonging to the underlying event calculus language,
specific predicates which represent facts about the scenario,
and tokens which represent actions or constant properties
in the policy language. Some of the domain description
predicates are initiates, terminates, holdsAt, happens. The
initiates predicate describes the state properties that hold
due to an event, while terminates describes which properties stop holding after an event. The holdsAt predicates
means that a given property is true in a state, while the
happens predicates indicates the event that occurs in a given
instant of time.
B. A policy language example of application
We consider the case of a military mission where different
entities are involved and the access to information depends

on the trust relations between the entities and the context.
Information can be carried in different ways, e.g., cloud,
satellites, even the drones can carry the information from
one entity to the other. In this work, we assume that the
entities involved in the carrying of the data are trusted.
In our scenario, drones are performing a reconnaissance
mission to gather information from certain areas. We extend
the language with two scenario-specific predicates for our
discussion: owns(X, Y ), and collect(D, Y ):
•
•

owns(X, Y ) asserts X is the ‘owner’ of Y , similarly
collect(D, Y ) asserts Y ‘collects’ data D. For example,
drone Y collects image data D.

The entity that owns the drones has the permission to
access their data, as described below:
permitted(C, Data, access, T ) ←
holdsAt(owns(C, Di ), T ),
holdsAt(collect(Data, Di ), T 0 ),
T > T0
where C is the country that owns the drones Di , and Data
are the data collected by these drones. The permission to
access is given after the data are collected, T > T 0 . We
need the predicate owns to hold while the country C is
permitted to access the data.
C. Modelling data restriction
It may be the case, for classification, copyright, or simply bandwidth restriction reasons, that access is permitted,
subject to some form of limitation. Tabular data may have
selected columns or rows removed; images may be supplied
at limited resolution. Therefore, a data transformation takes
place between the data in its original form, and the data
delivered to the recipient. The transformation is dependent
on a number of factors:
•
•
•

the type of data, including its source;
the owner of the data;
the recipient of the data.

We extend our language with the restrict predicate1 :
restrict(Owner, Recipient, RawData, OutData)
where given the Owner2 of the data, denoted by RawData,
this data are restricted, denoted by OutData depending on
the data recipient, denoted by Recipient, and its relations.
The data are transformed in different ways depending on
the requirements, e.g., the type of recipient, the relations of
trust, context.
Going back to the previous example, let A and B represent the owner of the drone and the recipient of the data
1 The

Appendix discusses the interpretation of restrict in our notation.
assume, in this case, the owner of the data is also the owner of the
drones that collected the data.
2 We

respectively, and, as before, the drones are Di , then
permitted(B, BData, access, T ) ←
holdsAt(owns(A, Di ), T ),
holdsAt(collect(ADatai , Di ), T 0 ),
restrict(A, B, ADatai , BData), T > T 0
permits access to restricted collected data. This permission
is given after the data has been collected.
The introduced policy language extended with the predicates: owns, collect and restrict, defines a range of contextdependent transformations which can be applied to data
dissemination. These transformations, collectively, form a
data sharing agreement (DSA) which, when attached to the
data and activated upon delivery, can enforce the information
exchange requirements of a coalition agreement.
Going back to our example, depending on where the data
are collected, and the context of use, the quality of the
data is altered. The user interface might also show similar
restrictions. Envision a user requesting image data asks for a
list of image resolutions available. This information may be
as sensitive to the drone owner as the image data itself and
so each item in the list might have a data quality equal to
the corresponding image quality. The collected data should
be structured in a way to support their enforcement. Hence,
there are two criteria for controlling access to the data with
respect to the identity of the recipient: quality q together
with the extent to which it must be degraded (0 ≤ q ≤ Q),
and the location where it was collected:
{(r, s) : 1 ≤ r ≤ R, 1 ≤ s ≤ S}.
We denote with q the actual quality of the data, with Q the
original quality of the data, in case no change is made to the
data then q = Q. We denote with (r, s) the geographical coordinates from where the data was taken/collected, where R
and S are the set of all the possible coordinates respectively
for r and s.
These two criteria are used differently, because geographical locations are disjoint, while on the other hand, quality
is usually cumulative. We denote by Itemq,r,s an element
(data) of our dataset that has quality q and was collected at
geographical location of (r, s). Thus, for the scenario that we
are working with, given two elements of a collected dataset,
then they are related as described below:
Itemq1 ,r1 ,s1 , Itemq2 ,r2 ,s2

∈

Data

Itemq,r1 ,s1 6= Itemq,r2 ,s2

⇔

(r1 6= r2 ∨ s1 6= s2 )

Itemq1 ,r,s ⊆ Itemq2 ,r,s

⇔

(q1 ≤ q2 )

Item0,r,s

=

∅

where the final equation indicates that an item with q = 0
contains no information, and Data is our dataset. These relations together with the criteria are the basis for specifying
the restrict predicate to implement the data quality policies.

Essentially the predicate restrict encapsulates entirely
the various agreement made of how the data should be
restricted depending on the relations the entities they have
between each other. This predicate is able to regulate even
situations where full data access is granted to a recipient.
In the next section, we will give an overview of how the
restrict predicate is defined, depending on our use case.
IV. U SE C ASE : A M ILITARY S CENARIO
In this section, we introduce an example of how data
sharing agreements can be applied in a military scenario,
where the data are used for situational awareness.
A. Introduction to the use case
We are in a military scenario where different countries
are involved. Let’s assume we are dealing with a squad of
drones that is performing a reconnaissance operation in an
hostile territory. This operation is part of a bigger military
mission carried out within a coalition.
In our scenario, the squad of drones is owned by a military
organisation of country X. Country X is part of a military
alliance A, where other countries are involved, e.g., country
Y . To fly drones to the hostile territory the mission needs
support from two countries that are not part of the alliance.
These countries are territorially close to the area (e.g.,
neighbours) where the squad of drones is patrolling. The
first country that is providing some of the ground support
is country N1 , and it has good relations with the alliance
countries involved in the mission. The other country that is
providing help to the mission is country N2 . The mission
takes place in both N1 and N2 territory, as well as other
neutral and hostile territories. Country X and Y , of the A
alliance, together with N1 and N2 are part of a coalition
during the mission, the patrolling of X’s squad of drones
in the above mentioned territories. Though N1 and N2 are
both participating in the mission, they have poor relations
with each other. Hence information concerning country N1
must not be shared with or used by country N2 , and vice
versa.
The information gathered by the squad of drones is shared
and used by all the members of this military mission. The
sharing of information can happen in different ways: directly
by the drones, via satellite communication, cloud platforms
etc. The rules that describe the data access/usage/sharing
should take into account the role of the entities asking to
access the data with respect to the mission and the entity that
collected the data, as well as the relations between the parties
involved in the mission. The above relations influence what
part of the data can be accessed and by whom. Therefore,
different types of alteration depending on who is accessing
the data need to be performed.
B. The set of policies for our use case
The squad of drones of our use case gathers information,
that is made available, via different platforms, to be accessed

Figure 1. A schematic representation of the military scenario. We assumed that country X is UK, country Y is US and the alliance is the NATO alliance.

by other countries involved in the mission. We present below
some of the policies that describe how the data of our
use case scenario can be accessed and used, a schematic
representation is given in Figure 1, where for the sake of
understandability we assumed that country X is UK, country
Y is US and the alliance is the NATO alliance, while the
other countries are left as N1 and N2 .
1) The country that owns the drones has full access to
the collected data.
2) The country that is part of the mission as an ally
has full access to the collected data, that are slightly
degraded.
3) The country that is part of the mission as a member of
the coalition3 , has partial access to the collected data,
that are moderately degraded.
4) Country N1 cannot access the data collected in N2
territory.
5) Country N2 cannot access the data collected in N1
territory.
In practice these policies would be expressed in either a
formal, or a controlled natural language but the intent of
this paper is to explore the underlying issues rather than
propose a specific policy notation.
To represent the above policies we need a number of new
predicates, that capture the relations between the different
3 We

call partners the members of the same coalition.

entities involved, as well the connection between coordinates
and countries.
• ally(A, B) denotes that A and B are allies
• partner(A, B) denotes that A and B are in the same
coalition
• in(C, (r, s)) denotes that coordinates (r, s) are located
in country C
Given an item Itemq,r,s of data collected by country A,
then country B can access the restricted item Itemq0 ,r,s
where q 0 is the restricted item of the data altered with respect
to the given policies. The policy represents the restrictions
implied by the conditions below that represent the set of
policies introduced above.
Policy
Policy
Policy
Policy
Policy

1
2
3
4
5

same(A, B)
ally(A, B)
partner(A, B)
same(B, N1 ), same(C, N2 )
same(B, N2 ), same(C, N1 )

q0 = q
Q1 ≤ q 0 < q
Q2 ≤ q 0 < Q1
q0 = 0
q0 = 0

Policy 1 represents the rights of the country that collects
the data, to access them without any alteration4 . Policy 2
represents that the quality of the data accessed by ally countries is altered, where a specific limitation of the alteration
is given and it cannot be lower than Q1 . The value where q 0
ranges depends on the relations of trust we want to describe
4 The predicate same(A, B) means that A and B represent the same
entity, in our case country.

with our policies. In our scenario, we decided for a slight
change for allies, hence the quality of their data q 0 is q 0 < q.
Policy 3 represents that the quality of the data accessed by
partners is altered. The alteration is stronger than the one
made to the data accessed by ally countries, as the quality
of the data accessible by the partners is strictly less than
the allies lower bound quality threshold. Also in this case a
specific limitation to the alteration is given, Q2 5 . Policy 4
and 5 represent respectively that country N1 cannot access
data collected in country N2 territory and country N2 cannot
access data collected in country N1 territory.
C. Data quality restriction using the DSAs
The types and quality of data that can be accessed/shared
depends on the relations the entities have between each other.
In our scenario, it depends by the level of trust and partnership. Our policy framework permits the representation of
this relation and the restriction made to the data, by using
the DSAs.
A dataset is the entity AData, where we describe the
collected predicate as below:
holdsAt(collect(AData, Di ), T 0 ).
In our scenaio, the restriction from source to delivered
dataset is applied on the basis of both the physical location
to which the data relates, and to the level of detail contained
in the collected data. To apply the criteria, the dataset must
first be divided into subsets which are homogeneous from
the quality restriction perspective. Using the Item notation
above, where each Item represents a single datum, then we
might define the data as a set of regions:
Rq,N1 = {Itema,b,c : a = q, (b, c) ∈ N1 }
Rq,N2 = {Itema,b,c : a = q, (b, c) ∈ N2 }
Rq = {Itema,b,c : a = q, (b, c) ∈
/ N1 ∪ N2 }

restrict(A, B, Rq,I , Rq0 ,I ) : −

partner(A, B),
q 0 < q,
Q2 ≤ q 0 < Q1 .

(3)

restrict(A, B, Rq,N2 , Rq0 ,N2 ) : − partner(A, B),
same(B, N1 ),
q 0 = 0.

(4)

restrict(A, B, Rq,N1 , Rq0 ,N1 ) : − partner(A, B),
same(B, N2 ),
q 0 = 0.

(5)

In the described predicates, we have a contradiction between rules (3) and rule (4) and (5). Thus, we can substitute
rule (3) with the following rules.
restrict(A, B, Rq , Rq0 ) : −

partner(A, B),
q 0 < q,
Q2 ≤ q 0 < Q1 .

(6)

restrict(A, B, Rq,N1 , Rq0 ,N1 ) : −

partner(A, B),
not same(B, N2 ),
q 0 < q,
Q2 ≤ q 0 < Q1 .
(7)
restrict(A, B, Rq,N2 , Rq0 ,N2 ) : − partner(A, B),
not same(B, N1 ),
q 0 < q,
Q2 ≤ q 0 < Q1 .
(8)
The above conflicts can also be solved without introducing
the above rules (6-8), but by introducing priorities between
rules. The priorities introduced for our scenario state that
for the case of respectively having country N1 and N2 that
requests the data: rule (4) has higher priority than rule (3),
and rule (5) has higher priority than rule (3). The priorities
are denoted as: rule (4) > rule (3), and rule (5) > rule (3)6 .
V. D ISCUSSIONS

hence
Data =

S

0≤q≤Q (Rq,N1

∪ Rq,N2 ∪ Rq ).

We represent data inside one of the regions by: Rq,I , that
can be represented as Rq,I = {Itemq,r,s }, where (r, s) are
generic coordinates. Therefore, the predicate
restrict(A, B, AData, BData)
described in Section III-C is defined by the following
predicates.
restrict(A, B, Rq,I , Rq,I ) : − same(A, B).
restrict(A, B, Rq,I , Rq0 ,I ) : −

ally(A, B),
q 0 < q, Q1 ≤ q 0 .

(1)
(2)

5 Depending on the relations between entities that we want to describe,
the value of Q2 can vary. In case we want to have the possibility of not
giving any data to our partners, then Q2 = 0. This last case contradicts the
relations of partnership between countries involved in the same coalition
during the accomplishment of a mission, and it is not the case we are
dealing with in our scenario.

The policy language, through its high expressive power,
represents the various rules and constraints that should be
applied during the access, usage and sharing of data.
The already existing policy analysis [18], [23] that is
based on argumentation reasoning together with conflict
resolution makes the introduced techniques ideal for representing complex legislative rules for data rich environment.
In this work we focused mainly on the alteration made
to the data quality that reflects the relations of trust and
partnerships between different entities. With the increasing
use of big data, the data themselves have a value. The work
in [19] introduces a first use of data sharing agreements
during the data processing, with a special focus on data
quality attributes. Being able to diversify the data quality
depending on the potential data buyers, by ensuring the
6 For a more detailed overview of how to solve the conflicts between
policies/rules by introducing priorities between them, we direct the reader
to [18].

security requirements of data access and usage control would
bring great benefits to the data market.
Until now, when describing the data collection by the
drone systems, we have been discussing a simple geographical model with two coordinates. While collecting the data
the drones can also be at different altitudes, which also
affect the quality and the type of collected data. It would
be interesting in the future to understand how this third
component interacts with the data quality. In many cases the
higher the altitude the lower the quality of images as well as
audio data. Thus, depending on the type of collected data,
this component would play a crucial role on the correct data
restriction.
Another interesting property that should be taken into
consideration is the type of data we are sharing, e.g.,
security type (low, medium, high), private data. The type
of information together with the context of use plays an
important role. It is already the case that some documents
intended for paper distribution already have individual pages,
or even paragraphs, marked with a security classification.
The ‘aggregate’ classification of a page, or the complete
document, is set to the highest value which appears. Our
proposed DSA approach gives the option of supplying such
data to a wide audience without compromising security. In
our scenario, we could decide to share for example all high
security data with ally countries, and just medium and low
security data with the partners. In [18], [26] are introduced
examples of how the used policy language represents DSAs
that describe context dependent sharing of different types of
security data. Depending on the type of data and the relations
between the entities we could apply a data quality alteration.
VI. C ONCLUSIONS
In this work we introduce a policy mechanism that improves data sharing in data rich environments. The quality of
the shared data and which parts of them are shared depend
on the data recipient, its relations, level of trust and/or the
type of membership/partnership. Data quality alteration is
made to the shared data.
In this work we introduce a policy based mechanism that alters the quality of shared data depending on
the context of use. The alteration reflects the level of
trust/relations/membership/partnership of the recipient of the
data. We model this alteration mechanism with the use
of a policy language, that represents the various relations
and consequently the restrictions that are made to the data
quality. The policies are part of the data sharing agreements
between the different entities, and are attached to the data.
The policies are enforced when requests are received and
permissions to access/share/use the data are evaluated. We
show how our restriction mechanism works in a military
scenario, where drone systems and entities with different
relations of partnerships are involved.
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A PPENDIX
We extend our policy language with the predicate
restrict(Owner, Recipient, RawData, OutData).
Ideally we would have a function:
OutData = restrict(Owner, Recipient, RawData)
rather than a predicate. The introduced function is not supported by event calculus. A related logic, situation calculus,
does support functions in this way and it can be shown that
the two calculi are equivalent [27, chapter 16]. In particular,
given a function F (x) = y and a predicate F (x, y), then the
desired function can be represented provided the predicate
meets the constraints:
holdsAt(F (x, y1 ), t) ∧ holdsAt(F (x, y2 ), t) =⇒ y1 = y2
∃y. holdsAt(F (x, y), t)
The introduced restrict predicate needs to satisfy the
above constraint.

